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WHAT IS DISTRIBUTED TRACING, AND
WHY SHOULD YOU CARE ABOUT IT?
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WHAT IS DISTRIBUTED TRACING?

AGENDA

HOW DISTRIBUTED TRACING WORKS?

BENEFITS OF DISTRIBUTED TRACING

CHALLENGES: IT AIN'T ALL FLOWERS

@RIFERREI %@ elastic



@RIFERREI

WHO AM I?

- PRINCIPAL DEVELOPER @/ AT ELASTIC

« COMMUNITY, DEVELOPER RELATIONS

 BEFORE ELASTIC &d CONFLUENT,
ORACLE, AND RED HAT (JBOSS)

« DISTRIBUTED SYSTEMS, DATABASES,
OBSERVABILITY, STREAMING SYSTEMS

« HTTPS://RIFERREI.COM

%@ elastic


https://riferrei.co/

WHAT IS
DISTRIBUTED
TRACING?
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FOR STARTERS: IT IS NOTHING NEW/

type Log struct logEntry := Log/{
request path string "/customers/find",
request size inté64 ‘ 840, 200, 35
status int32 }

latency ms floaté64
fmt.Printf ("3+v", logEntry)

EACH LOG STATEMENT
HAS ITS OWN “SCHEMA”

@RIFERREI %@ elastic



FOLLOW THE THREAD TROUBLESHOOTING

Log{"/api/find",

840, 200’ 35} -“i — Log{ "/customer/find" ; Log{ "/db/find" ,

235, 200, 30} [ > 450, 200, 5}

THREAD 1

AP1 CUSTOMER DATABASE

N
Qa
W | API CUSTOMER DATABASE
=
Log{"/api/find", e j i v
840, 200, 45} Log{"/customer/£ind" Log{"/db/£find",

235, 200, 42} 450, 200, 3} . _
@RIFERREI % elastic



STITCHING THE THREADS MANUALLY

type CustomLog struct { logEntry := CustomLog |
request path string requestPath (),
request size int64 =) requestSize (),
status int32 requestStatus(),
latency ms floaté64 latencyMS (),
customer 1d inté64 cust.customerID(),
database 1d inté64 db.databaseTenantID ()

@RIFERREI %@ elastic



BEGIN OF CHAOS: DISTRIBUTED COMPUTING

HOST 1 HOST 2

THREAD 1 THREAD 1

THREAD 2 THREAD 2

@RIFERREI %@ elastic



USING VIRTUALIZATION

HOST 1

VM 1

AL CUSTONER DATABASE AP CUSTOMER DATABASE

APl CUSTONER DATABASE APT CUSTOMER DATABASE

@RIFERREI %@ elastic



@RIFERREI

USING CONTAINERIZATION

HOST 1

VM1 VM 2

CONTAINER 1 CONTAINER 2

APT CUSTOMER DATABASE API CUSTOMER DATABASE

API CUSTOMER DATABASE APT CUSTOMER DATABASE

%@ elastic



@RIFERREI

P o “LET'S NOW BREAK

DOWN THE SERVICES
INTO FUNCTIONS”

IS THIS A
JOKE TO You?

[}
e é ,
MakeAGIF.com @? elastic



@RIFERREI

TRACING AUTOMATES SYSTEM-WIDE STITCHING

TRANSACTION DATA IS COLLECTED AND BECOMES SEARCHABLE READY

TRANSACTION

* (New)

15/06/2014 31

:01PM

=3 customers |
| Customerid +| FirstName ~ | LastName ~] Ta

@ 1 Homer simpson

m 2 peter Griffin
Gl 3 stewie Griffin
“ 48rian Griffin
G 5 Cosmo Kramer
& Philip Fry

NEl 7 Amy Wong
el SHubert).  Famsworth  13/06/20149:22:19PM
g 9 Marge simpson 13/06/20149:22:37 PM
el 10 Bender Rodriguez  13/06/20149:22:52PM
@ 11 Turanga Leela 13/06/20149:23:37 PM

T Customers |
|Customerld - FirstName - (astName -  DateCreated - |Cljf

| [» Homer Simpson 18

& 2 peter Griffin
|| 3 stewie Griffin

@ 4Brian Griffin
= 5 Cosmo Kramer
= & Philip Fry 13/06/20149:17:02PM
[ |= 7 Amy Wong 13/06/2014 9:22:05 PM
= SHubert).  Famsworth  13/06/20149:22:19PM
[ |= 9 Marge simpson 13/06/20149:22:37 PM
= 10 Bender Rodriguez  13/06/20149:22:52PM

® 1Tuenga  Leela 13/06/20149:23:37 PM
* (New) 15/06/20149:00:01 PM

2 Customers\
Customerid - | FirstName - | LastName -
| [= 1 Homer simpson
2 peter Griffin
3 Stewie Griffin
4 Brian Griffin
5 Cosmo Kramer
E] 6 Philip Fry
7 amy Wong
e SHubert).  Famsworth  13/06/20149:22:19PM
el 9 Marge simpson 13/06/2014 76M
= 10 Bender Rodriguez  13/06/2014 9:22:52PM
£l 11 Turanga Leela 13/06/2014
* (New) 15/06/2014.

2 Customers\

Customerld - | FirstName - LastName -  DateCreated - | CIf
E 1 Homer Simpson  13/06/2014333:
= 2 peter Griffin 13/06/20145:
| 3 Stewie Griffin 13/06/20145
= 4 Brian Griffin 13/06/20145:

5 Cosmo Kramer 13/06/20145
6 philip Fy 13/06/20145:
7 Amy Wong 13/06/20145:
BHubertl  Famsworth  13/05/20149:22:19PM
5 Marge Simpson  13/06/20149:22:37P
| 10Bender  Rodriguez  13/06/20149:22:52PM
El NTuranga  Leela 13/06/20145:
* (New) 15/06/20149:

elastic
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HOW DISTRIBUTED
TRACING WORKS?
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"WATCHA TALKIN' ABOUT WIEEISZS

ITIS ALL

ABOUT
-

SETTING THE

CONTEXT

'l .
@? elastic



TRACING, SPANS, AND CONTEXT PROPAGATION

fremesemmmemnna > TRACE ID: 12345 (3 THIS IS THE CONTEXT!

TRANSACTION (ROOT: SPAN) TIME: 55MS

SERVICE A (CHILD SPAN)

SERVICE B (CHILD SPAN)

SERVICE C (CHILD SPAN)

SERVICE D (CHILD!SPAN)
@RIFERREI %@ elastic




CAPTURE, PROCESS, STORE, REPEAT

> . TRACING PIPELINE

@RIFERREI %@ elastic



ONE HECK OF A DATA STORE .

Metrics

Traces

@RIFERREI %9 elastic
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BENEFITS OF
DISTRIBUTED
TRACING
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REDUCED MEAN TIME TO RESOLUTION (MTTR)

607

DRILL DOWN

307

SOLVE

107%

SUSPECT

» WATCHING METRIC VALUES » UNDERSTAND TOPOLOGIES » READ LOGS AND EVENTS

o CAUGHT UP WITH ALERTS » ISOLATE THE ANOMALIES » CREATE CODE PATCHES

» BRINGING PEOPLE ONBOARD » COLLECT CONTEXTUAL DATA » CREATE A NEW RELEASE
@RIFERREI

%@ elastic



@RIFERREI

FINDING BUGS BETWEEN RELEASES

Timeline  Metadata  Logs Timeline  Metadata
Services  ® opl il ® opt -P) ® op! @ opbeans-go
= oms soms 10ms 15ms 20ms 25ms 30ms 35ms a1ms Services @ frontend @ customer @ mysql @ driver @ redis @ route
oms 200ms 400ms 600ms 800ms 1,000 ms 1,200ms 1,400 ms 1,779 ms
1 “ HTTP 20 DispatcherServietitdoGet 1= 5 = =
“ GET opbeans 36 ms “ HTTP 2xx HTTP GET /dispatch 1779 ms
- e |
! % HTTP 2xx GET opbeans.views.customers 36 ms HTTP GET: Jcustomer 1,347 ms
- e
' GET opbeans 3000 261 - ]
HTTP GET 1,347 ms
. 2 HITP 2 Rack 7 e |
> % HTTP 2xx HTTP GET /customer 1346 ms
GET opbeans 14 ms
|
o % HTTP2ox Rack 78 ms S SQL SELECT 1346 ms e
- L
! GET opbeans 6.2 ms
S ——
o L
va

% HTTP 26 GET [api/customers 11ms

GET opbeans:3000 10ms

Driver:findNearest 242ms
I
*% Driver:findNearest 3Erors 241ms
Request £2ms
I
% HTTP 2x¢ GET Japi/customers 4.2ms

FindDriveriDs 23 ms
£ SELECT FROM customers 506 s

GetDriver 35ms

Response 6.0 ms

GetDriver 11ms

GetDriver 6,840 us

elastic



@RIFERREI

IMPROVED TEAM COLLABORATION

180 ms

20 rpm
. M’V\’JW e
0ms S L NNAAN A AP A AN A SNAAN A N
12m 03 PMm 06 PM 09 PM T3 03 AM 06 AM 09 12w 03PMm 06 PM 09 PM The 31 03 AM 06 AM 092
@ Avg. 1ims @ 95th percentile @ 99th percentile @HTTP 2xx130rpm @ HTTP 4xx 0.7rpm @ HTTP Sxx 14.7 rpm
Transactions duration distribution @
45000 req. 1
|
22500 req.
0req. g
00s 10s 20s 30s 40s 50s 60s 70s 80s 90s 00s
Trace ssmpis Actions v
21 minutes ago 24 ms (100.0% of trace)  GET http://172.21.015:3000/api/orders Other ACTIONS
Timeline Metadata S ‘
¢f) Show container logs &
Services @ opbeans-java @ opbeans-ruby i) Show host logs a2
oms Sms 10ms 15ms 24 ms
__ b Show trace logs G
| ]
% HTTP Sxx DispatcherServiet#doGet 24 ms & Show container metrics &
I R ——— — — — — — . , I
GET opbeans-ruby 23 ms & Show host metrics QG
I ) View sample document & |

% Rack [} 17 ms

I J View monitor status &
GET opbeans-node 11ms

elastic
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CHALLENGES:
BECAUSE IT AN'T
ALL FLOWERS

RRRRRRRRR



PICKING OPEN-SOURCE IS NOT ALWAYS EASY

f. R

AGENT FOR MY
PROGRAMMING
LANGUAGE?

FRAMEWORKS

DOES MY.
ARCHITECTURE
EIT?

DATA STORE
SCALABILITY?:

VERSUS
LIBRARIES?

@RIFERREI %@ elastic



@RIFERREI

BLACK-BOX VERSUS WHITE-BOX TRACING

BLACK-BOX

» CODE IS NOT CHANGED
» HANDLED BY THE RUNTIME
« MINIMAL EXECUTION VISIBILITY

WHITE-BOX
—
[
—

» REQUIRE CODE CHANGES
» HANDLED BY THE APPLICATION
» FULL EXECUTION VISIBILITY

e .
% elastic



CLIENT-SIDE TRACING IS ON ITS EARLY DAYS

@ envo <% Ractive.js Qamnm

Filter Hide data URLs

dOJO () XxHR Js CSS Img Media Font Doc WS Manifest Other

1000 ms 1500 ms

VI Bﬂ canjs o
& jauen/
o ckou / ‘ e)(_t J S M E 'l' Name Status

| amp-analytics-0.1.js 200
| data:image/png;base... 200
|| amp4ads-v0.js 200
| amp-analytics-0.1.js 200
| dataiimage/png;base... 200

| . View?xai=AKAQjssEJPUgeC4Xkhv-u_... 200
-| 24442-20190327102728739-1105151... 200
. View?xai=AKAOjstgA1aZWsVGmmYY... 200

@RIFERREI

Network

[w Elements Console  Sources
GWT it
” © m ¥ Q Views :i= = [J Group by frame

2000 ms

Type
script
png
script
script
png
gif
png
gif

Performance

¥ Preserve log

2500 ms

Memory » 013 : X
| Disable cache Offline N
3000 ms 3500 ms 40C
ze Time Waterfall A
5ms |
(f 0ms |
(fro. Y 6ms |
(fro... A8 ms |
(fro... |
57B 11 i
(fro... 5m |
57B 134... I



SAMPLING EVERYTHING COMES AT A PRICE

? > 0 TRACING PIPELINE ) - ?

@RIFERREI %@ elastic



WRAPPING UP
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v JOIN #OPENTELEMETRY ON HTTPS://SLACK.CNCFIO

USEFUL
RESOURCES v HTTPS://GITHUB.COM/RIFERRE!/OTEL-WITH-JAVA

v BOOK &d DISTRIBUTED TRACING IN PRACTICE

O'REILLY" T O'REILLY

D i st ri b uted Distributed Tracing in Practice
Tracing in

Practice

Instrumenting, Analyzing, and Debugging

Microservices

Austin Parker,

Daniel Spoonhower,

Jonathan Mace

& Rebecca Isaacs

word by Ben Sigelman
toril

@RIFERREI %@ elastic


https://slack.cncf.io/
https://github.com/riferrei/otel-with-java

ADDITIONAL RESOURCES

DISCUSS ELASTIC RICARDO'S
FORUM COMMUNITY CHANNEL

@RIFERRE & elastic



@RIFERREI

THANK YOU




